Writing secure and reliable
online game services

for fun & profit

by Patrick Wyatt




Robust

services & software

I'm going to talk about engineering robust software, but because | only have an hour,
most of what I'm doing will be *evangelizing* robust software. But that's just as
important, because it is massively overlooked in massively multiplayer online games.

CANBUOZ LQR fA1S G2 GFft1 lFo2dzi NRodzalGySaa
development and the game industry.

Several weeks before this presentation, | was buying chocolates for my wife for

+ f SYGAySQa RIeéd ! OFaKASNI G GKS OK2O02f |
yummies set it on the counter in front of the register, and went in search of a box to

hold all of them. Another cashier similarly helped my friend, rang up his chocolates,

FYR LINBAaaSR GKS aOF aKk &Sy RS N#rawerdaipapz2 y @ ¢ K
open, shoving my plate of carefully selected chocolates off the counter and onto the

floor. Needless to say the cashier was quite embarrassed, and my cashier was angry,

and the chocolate store was out the casftgoods for those chocolates (assuming no
GNBOeOf Ay3aé KILIWISYSR FFGSNIL €tSTd GKS ad

In a larger franchised organization, we might imagine a-pusttem meeting where

the staff analyzed root causes, drew up a plan to encourage cashiers not to place
chocolates in front of the register, and sent the new policy to headquarters, which

then distributed a memo to all franchisees to add to the alretmtylarge threering-
OAYRSNJ L2t A0 Yl ydztfao 2dz YAIKG 1 dZAAKS:
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organization and seenthethredd A y 3 0 AYRSNAE X &2dzQf f 1y26 0
organizations function. As Neal Stephenson pointed out in Snow Crashirihgee

binders contain the entire operational blueprint for franchise organizatiptiee

GFNF YOKAAS 5b!é AF &2dz gAff P

This is total foolishness!

L¥ L é6ta Ay OKFENBSTX LQR SAGKSNIo62fd GKS
enough space for the plate to fit in front of the caBNJ 6 SNE 2 NJ L QR 0 dzA f
to be the exact width of the register.

MMO game developersuilders need to be aware of similar traps that they set for

GKS /dzaid2YSNJ { dzLILI2 NI FyR bSdg2N] hLISNIF (A
easy to build software that works properly for the development team, but it quite

hard to operate in real world situations.

NG KA& GFft]1 LQff SYyRSIF@2NI (i2 RA&AOdzaa K26
operational issues.

Buo ST2NB L 06S3Ay> LQR tA1S (2 SELXIAY F &K

Whenearly-adopter gamers start playing your game, the quality of the experience
they have is going to determine whether they tell their friends to buy or avoid your
game. This has a massive influence on your likelihood of success. Your sales are
directly related to whether you win or lose these critical players, because each player
who cannot play your game due will tell some of their friends not to buy it, and each
player who enjoys your game will tell their friends to buy it. So the adoption curve for
your game is a polynomial factor of the enjoyment of early adopters, not linear!



Lead/network programmer:

Warcraft, Diablo, Starcraft, battle.net
lead programmer: Guild Wars file streaming
lead programmer: Guild Wars server backend
technical lead: TERA account & billing platform

Why are we here?

Whatexpertise do | bring to the table in these areas? Wellaseither prescient

enough or lucky enough (more likely the latter) to start building multiplayer games in

1993, when players were tolerant of game design mistakes. So | made lots of them

FYR £ SIFENYSR I o0AlG 02dzi RS@St2LIAYy3 NRBOdza
IJ2Ay3 G2 aKINB a2yY$S 2F ¢gKIOG LQ@S tSINYySR
mistakes | did; you can make new ones!



Linux (epoll)  Windows (iocp)
int eventcnt = epoll_wait ( rv = GetQueuedCompletionStatus(
backend_fd, _pr_completion_port,
epoll_events, Sbytes,
epoll_eventmax, Skey,
timeout); Solp,
if (expect_false(eventcnt <0)) { | | timeout);
if (errno '= EINTR) if (rv==0 && olp == NULL) {

Why are we here?

Let's dive into code: *nix programmers folldMbEvcode on the left, Window
programmers follow 10 completion ports code on the right.

Well, | think this code speaks for itself, so if everyone understands the basics of the
inner eventdispatch loop, let's move ord!




Too low level!

Why are we here?

Okay, talking imletail about code in a spoken presentation is mordess impossible.
Let's zoom the majscalesliderback several notches; what are we really trying to
solve for?




Reliability

Why are we here?

TodayL Qf £ G €1 Fo2dzi NBtAlFIOAftAGREYT oKAOK Aa

game. In the bad old days when we built singlayer games, each game crash would

only take down one player. But now, when a game crash occurs, it can kick 5000

players offline simultaneously. That means that, in order to maintain the same

frequency of crashes that we had in singlayer games, we effectively have to write

a2F06F NS GKFG Aa pnnn GAYSAa Y2NB NBtALlOG
f
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Reliability
Security

Why are we here?

Sincek SELISOG LQY LINAYINAfe aLsSIE1Ay3a G2 RSC
online games, security is also an important factor that needs to be discussed. There

are legions of people with bad intent who try to ruin online games, either because

0 K S griefsk®vho achieve personal enjoyment by destroying the game experience,

2NJ 6 SOl dzaS GKS@QNB LINRPFSaaAz2zylfa gK2 | NB



Reliability
Security
Scalability

Why are we here?

Andfinally, iz SQ@S YIyl 3SR (2 o0dzAtR I 3LYS GKI G
YEye LXFTe@SNR 22AyAy3a 2dzNJ AL YSE YSIyAy3a ¢
a2 aoOlftloAfAGe A&a &SGOG Fy20KSNJ 1Se& G2LAO



Reliability
Security

Why are we here?

But thisis only ane hour talk;L Y fim D
20KSNJ G2LA0OaP LQR Sy O2dzNJ) 3S
many great articles about how other companies have scaled to truly massive

numbers of users.

g2dz G2

R 2 y finie toKlisc@sScalability in addition to the

OKSO1



Reliabilit

[ SG Q& (bliltlifg reliable stitware first.

[note: word-break is intentional]
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Send(&important_msg
.. time passes ...
Receive(&reply

What could go wrong?

H> ofin \'nnph > r > ¢\ qX i Wie4@e Fundamantally &lj mo \
interesting game stuff comes down to this patteythe client sends a message to the
server, and the server responds. Or similarly, one server sends a message to another
ASNISNI I YyR NBOSA@SA I NBLX&d {2 GKAA Aa
ourselves the question: at could go wrong?
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Hardware failure

What could go wrong?

Well,we have to plan for the servers breaking down, right?

12



Hardware failure
fat-fingered a server

What could go wrong?

Well, hardware failure does happened, but 80% of downtime is caused by human
error, so we need to plan for it by writing services that are easy to administer.

One incident that comes to mind is from a time when | was the lead battle.net
programmer. (Actually, at the time | was the only programmer, designer, business
person, dishwasher and janitor for the project).

L OFYS Ayi(2 GKS 2FFAOS Ay GKS Y2NYyAy3a |y
GKFG aGFNIOSR gAGK GKS aR¢ O2dzA R 23 Ayidz
the namefiltering/chat-filtering algorithm was blocking words starting with the letter
GReé® LG GdzNya 2dzi GKFG GKS [/ dzad 2 YSNI { dzLJLJ
to the battle.net servers, had attempted to block an obnoxious player whose name
was something like dloggone, so he added that name to the list of blocked words.

Unfortunately, the original programmer of battle.net, who had written the ehat
FAfGSNAYy3I &d2ai0SYZ |y 20KSNBAAS aLISOoGl Odz
way of errorhandling for the chafiltering subsystem. Whenever the configuration

FAES LI NASNINBFR F a0FR g2NR¢ GKFG ySSRS
would only be made up of letters. When it encountered any-agphabetic character

it would simply stop parsing and terminate the word. So when it read dloggone, it

ddz0 AaGAGdziSR GRé¢ |yR dzaSR GKFG Ay GKS FAf
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Much software, if not written quite this poorly, contains similar gotchas. And
consequently the operations team ends up unintentionally bollixing game servers
because they were led into a trap by the development team.

We can do better!
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Network congestion

What could go wrong?

Another common complairty players is that games alaggyX
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Network congestion
Bogus network code

What could go wrong?

Butd Q1 YK K C2NJ G6KS Y2ad LI NIH AdQa yz2id GK:
substantially faster and more reliable than it was in previous years. For the most part
GKS LINPo6fSY Aa (KFd RS@St2LIYSyd GShkya R2
properly under real latency, packetop-rate and bandwidth conditions. Most teams

are writing and testing code on their local area network, which has massive

bandwidth and virtually no latency or packet drop.

| got a latenight call from a former colleague at a company called Click Entertainment
Odzy &dzNLINA aAy3Idfe y2 f2y3aISNIAYy odzaAySaaT @
launched their game. They had written a Diablone, and it turned out that the

3 YSEI $KAOK KIR 0SSy GK2NRdAKf& G4SadiSR 7
the Internet. Both the development team and the publisher (Sierra Entertainment)

vl GSIY KIRYQl SOSNJ I OlGdzZrffte 020KSNBR (2
GKS LINAYINE 2yfAYS @SydzSe® ' yR a2 27F 02 dzN.
furious. Whoops! Turns out they had a bug that was actually easy to diagnose and
suggest a fix over the phone, leading to a patch. But all the pain could have been

avoided by decent testing.

For Guild Wars, when we built out the first datacenter for testing colecatedthe

servers in Los Angeles, while al@vteam was in the Seattle area. This meant that

our entire development team played the game in similar fashion to the way our
players would *four years later when we actually released the game*. Incidentally, we

15



Ffa2 3L @3S | f minsfeé S YRDOES ty SIS NH nécn al 1
RAMCc¢ blech) so that we would build a game that played well on that type of
computer.

Another great testing methodology is to use latency simulators that can control
bandwidth, packedrop and packet roundrip-time so that the development team
can build code that handles typical (or worse) network conditions.

t Sy daA
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Socket disconnection

What could go wrong?

Another player complairk & (0 KIF G &G KS L sdiverMdigc8ninects, @rid dza S a
R 2

YIye GAYSa Al Sax
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Socket disconnection
crashy game code

What could go wrong?

coﬂlmdﬁ SaNges of sockeisconnection are that the game server
Ky Rt S ySig2 N}bufiering, & 2veniciashesdlot” S (i 4 2

~<c
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Plan for failure

What could go wrong?

When you get down to the packet level, the Interyeiisacpam glacenthkaadisues

then your users will get to dis¢owebtheriension, so will your CustormerdSupport team,
consequently your ongoing sales & players retention will be negatively affected. So build y
handles common failure cases instead of being surprised by them.

You should expect that some percentage of your players will loSeusoaiigcthatyritiche serve
odh™ di ]\ oog -houmnggpic qoest. Btild ima system lolemabletiiem o

immediately reconnect to the game from the *start* of your development cycle instead of w
g\'pi“c Vi _dn”~jg mdib cjrhoam | p iogt do
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Reliable

Transactions

Inthe next partofthetalk QY 3I2Ay 3 G2 ALISYR + t20 2F O
reliability problems in backend services, where ultimately all of the interesting things
I32Ay3 2y IINBE GNIryalrOQuAazyad 2KAES GKAA YA
AYLRNIFYOG F2NI oy lAy3a az2FGdel NS AdQa (KS
player data, and is consequently critical to the success of your endeavor.
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UPDATE items
SET gold = gold + @gift WHERE id = @receiver

UPDATE items
SET gold = gold - @gift WHERE id = @giver

What could go wrong?

Let's start with an easy one befonee dive into the complicated cases.

| SNBQa | ol

AA0 GNIyalOirzy GKIFIGQa RSarady
L & o6e2dzy &2Y

S I2f R W/ I dzasS LQY 2dzad (K

What could go wrong?
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This is two transactions

UPDATE items
SET gold = gold + @gift WHERE id = @receiver

UPDATE items
SET gold = gold - @gift WHERE id = @giver
*in SQL Server

What could go wrong?

Whatcould go wrong?!? Well, for a start this innocudasking SQL code is actually
two transactions (in Microsoft SQL Server), not one.

CKFO YSEya (KI G O KzBro)\Basibility thaniBeYigtirdhsaotiondzi Y 2
can succeed and the second can fail. And consequently the=g#tver can get extra

gold without the giver losing gold. This problem exists in many games, and when it is
discovered by hackers they can duplicate gold and destroy the game economy if the

A v s A

LIN2OEfSY A& y20 AYYSRAI GSi{EerqO&ARNNEOISR® LQ
It is pretty trivial to switch the order of operations so that this problem is no longer

SELX 2Allo0ftST o0dzi y2¢6 6KIFG KIFLWLSya 6KSy i
LI I @8SNJ fpf2aSaf 3J2fR ¢gKSYy a2YSIKAyYy3a 3I2Sa
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This is one transaction

begin transaction
UPDATE items

SET gold = gold + @gift WHERE id = @receiver

UPDATE items
SET gold = gold - @gift WHERE id = @giver
commit transaction

What could go wrong?

Welli KSNB Aa | &aAYLX S azfdziAzy (2 GKAAa LINZ
transaction to make sure that the two operations are always conjoined; either they
both happen or neither does.

2SSttt X GKIG gFa GNRGALE @

But this basic problem is actually made more complicated as we move tosewer
ormulti-RIF GF OSYGSNI SYPANRYYSylGaod !'a gSQf f

Qx
w»
N>
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Error:
Double-tap transactions

What could go wrong?

Buti2 a2f @S LINRPofSYa ¢gSQNB 3I2Ay3a (2 ySSR
another basic one that occurs in far too many games (and web services).
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User: <clicks buy>

What could go wrong?

Hey, this is great; one of our users likes game enough to buy something like an in

game item!

24



User: <clicks buy>
Hey: why so long?!?

What could go wrong?

Unfortunately,06 S O dza S 6 S
hight 2+ R O2yRAGAZ2Y &
F NHza G NI G SRX
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User: <clicks buy>
Hey: why so long?!?
<clicks buy again>

What could go wrong?

{2 GKS& Of A Qres!dddavhal Eppang?XThey end up with fourteen
successful purchase transactions, and are of course pis$echen they get their

next creditcard statement (not to mention the frustration *during* the purchases).

{2 oKIG Oy 6S R2XK
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Web server solution:
redirect after POST

What could go wrong?

Inthe world of webd SNIISNE > 6KSyYy | dzaSNJ Oft A014& a&odz
FyasgSNI Aa (2 NBRANBOG (GKS dzaSN) G2 Fy23GKS
buy again. (Forgive me for using a Jaaaed example:
http://www.theserverside.com/news/1365146/Redire#fter-Post).

'Y F2NIdzy 6Ste 240 NJZ A
G2 a2t @S GKS LINRO & d
has JavaScript disabled).

2}
h

zZ U
R
w W

27F 0
Syo J 0

But your game *should* do something. When the user initiates a transaction, change
the state of the useinterface immediately, before the next eveldop, so that re
initiating the transaction is no longer possible.
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What does your
server do?

What could go wrong?

Youd K2dzf R a2f @S GKAA LINRPOofSY T2NJ &2dzNJ dza S

. dzi GKA& LINPOE SY R2 Sasgrieidtrasgtlions. Vihatiahia& y ¥ 2 N,
serverto-4 SNIISNJ G NI yal OlA2yaxkK
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"My account ... was billed
today for over 500 dollars in
15 dollar increments.”

-- Warhammer Online customer

| YYYX®D L 3JdzSaad y20 SOSNBRFSEENYWENISEA REKX a
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ldempotent transactions
to the rescue

Well, there is a solution to this problenagtempotent transactions!
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\dempotent transactions
to the rescue
*different from impotent

What could go wrong?

b 2 Het your head out of the guttel
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IDEMPOTENT [ ahy-du
=> can be applied m

1m-poht-nt]

ultiple times

without changing the result

What could go wrong?

Idempotent transactions can be run multiple times but evethey are the correct

and desired result is always the outcome.
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buy(item

What could go wrong?

So here is a neidempotenttransaction.
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buy(item, GUID
now with idempotency™

What could go wrong?

' YR KSNB LQ@S Y2RATA S@&npatea&p (LNA O/ASR: SG/UGA! 2 yE Yo
trademarking the term so that you have to pay me money each time you write any
O2RS GKIG dzaSa Ao LQff AyOfdzRS Yeéeg OKSO]
RANBOGO RSLI2AaAd YSkHya L R2y QG KIF@S G2 Ol a
ordermaitaison the beach in perfect comfort, thanks!

{2X 6KIFG Aa 00KA& D!L5 GKAY3IK LG adlyRa 7
is that if each of you in the audience (several hundred folks) each run several

thousand servers, each of which generates several thousand GUIDs per second, then,
when the universe turns into a cold, dark ball of matter, none of should have

generated identical GUIDs. Yeah, unique.

So the cool thing about this property is that we can assign GUIDs to each transaction
to track them.
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create table items
.. item fields
transactld GUID UNIQUE

end

What could go wrong?

Hereis somefakey¥ I {S {v[ O2RS G2 o0daAftR Iy AGSY i
interesting fields your game uses, and only shown the GUID. It has a GUID field which
AyOf dzRSa | dzyAljdzSySaa O2yadaNIAyd az2 (KL
table twice. Incidentally, this requires an index on the GUID column to make it work
properly.

So the first time a user initiates a buy transaction, it should be successful. And the
aS02yR GAYSE Al 62yQi 0S 0SOlFdzaS {v] 62Y
table twice¢ SQL will trigger a uniqueness constraint violation, which we can report

to the user. Great! But what we should really do is detect that error, and convert it

back into a SUCCESS code for the user, because ultimately the transaction they

initiated was completed correctly.

YR ¢6SQff dzaS GKAAa OGNRO|l (2 az2t@gS 20G3KSNJ
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Error:
Invalid state transition

Sof SGQa GFO01tS Fy2GKSNJ LINPof SYH




Game server executes partial transaction
Game server talks to credit-card processor

Game server finishes transaction

What could go wrong?

| SNBQa | LI GdGSNYy KL G theyndnEthek theasohestions NR G S
O2RS (KS®& 4NARGS A& GKS LINAYEFNE RNAGSN 27
& 0 2 NI 3 S é-gysteinAA} dhotHer canipdnygl worked at, this pattern pervaded

the billing system, and led to a lot of customer support problems.

CANERG GNIXyalOiA2yY FTRR a2YSUOKAyYy3a (2 GKS
Secondransaction: go get payment. ;
CKANR OGN} yalOlA2yY FAE dzZLJ G§KS LJ I @ SNRa |

2 KI Q& SMBYI HAGK
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Game server executes partial transaction
=> DB now in invalid state
Game server talks to credit-card processor

Game server finishes transaction
=> DB becomes valid again

What could go wrong?

2 KIFGQa ¢NRBYy3a gAGK (GKAAK ¢KS RIGFol &S
2dz2NJ RSTAYSR 0dzaAyS&aa NHzZ Sad ' yR a0 NRS
is a long time in CRland. All sorts of failures can happen that prevent later
transactions from completing, meaning that the database stays invalid.

o2y
Tie

Again, while this code *looks* like a straman, this pattern was repeated all through
the billing system. And | expect that similar types of code exist through systems all
over the world.

The fundamental problem is that databases are supposed to use transactions to
maintain their validity across transactions.
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May seem obvious: after
every commit the DB
must be in a valid state

What could go wrong?

After every transaction is completed on the database, SQL ensures that the database
doesnot contain corrupt data, and that the results of the transactions are persisted.

But what is important to us as developers is that the business rules which *we*

define must be correct both before and after each transaction completes. SQL
R2Say Qi aly2e¢ o6KIOG GKSaS Nz Sa INBT AdQ
system is internally consistent.
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This is the Cin ACID

Atomicity - commit all or nothing
Consistency - data valid before and after
Isolation - intermediate data not visible
Durability - must persist after transaction

What could go wrong?

INSQL{i KA & LINPLISNIIeé Aa OFffSR a02yaraisSyoes
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SQL does ACID

What could go wrong?

XJ X
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SQL does ACID
we need to ensure our
data is meaningful

What could go wrong?

We need to maintain the consistency of our datacording to our business rules by
using the consistency property of SQL that ensures that are transactions are
completed according to the rules we encode.
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Error:
Distributed transaction
failure

What could go wrong?

{ 2 f Sdbousia piobldmithat more and more developers are getting to
experience as games grow more popular. As we build online services with ever more

users, it becomes more necessary to build distributed systems in order to scale to the
hundreds of thousands or millions of users who play our games.
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GameSrv_Tradeltem (...) {
DB1->Send(p1, ADD, item);

DB2->Send(p2, REMOVE, item);
}

What could go wrong?

| SNFQ& GISY GNI RS GNYyalOQliAazyd . SOIdzasS ¢S
database big and fast enough for our ude@ LJdzt | A ghsrded 6 S EBS Rk G &
that everyone sitting in the back of the room has their character records stored in

database 1, and everyone in the front half (me included) has their character records
A02NBR Ay RIGFOLFAS nwd {2 ¢gKSY L 3IAGBS &2dz
my database and add it to your databasa distributed transaction.

{2X gKIFG O2dzZ R 32 @gNRYy3IK
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GameSrv_Tradeltem (...) {
DB1->Send(p1, ADD, item);
.. crash here ...
DB2->Send(p2, REMOVE, item);

}

Ooopsii KIFi RARYy QiU 32 a2 6StftH

So what can we do to correct this problem?
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lgnore the error

What could go wrong?

S SILaarsSal azftdziazy Aa

It ol ea

0Sa
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lgnore the error
tech support will fix

What could go wrong?

Atf SIFad ¢SQftf ONBIFIGS 2G4 2F Odzad 2 YSNI & dzL
unemployment problem.
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lgnore the error
tech support will fix
ask hackers not to exploit

What could go wrong?

But we unfortunatelK @S G2 | a1 KFO{SNR y204 G2 GI18S
created; maybe we can ask them nicely.
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Rollback the transaction

What could go wrong?

Perhapsve can roll back the transaction; SQL has that capability, right?
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Rollback the transaction
and hope rollback
doesn t fail too

What could go wron g?

Rollback occurs infrequently, so the likelihdedhat the rollback code path won't be

7 A 7 A

gStt GSaAaGSRI IyR LINRolofe g2yQi ¢2NJ

gKS
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Two phase commit

What could go wrong?

Or we caruse twophase commit solutions like M3TC (Microsoft Distributed

Transaction Coordinator) or similar solutions for other platforms. Behind the scenes

these solutions are using a form of manual transaction commit. They run all the

0N} yalr Oiazy O2RS | ONr&aa Ittt GKS RIFEGFolas
RIFGFolaSa AYRAOIFIGS OGKFG GKS OGN)YyaroOdAazy
2y 0S¢

Coordinatorready one?

DB one: ready!

Coordinator: ready two?

DB two: ready!

/| 22NRAYF{02NY 21Fé&X®d D2H
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Two phase commit
KILLS DB performance

What could go wrong?
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Two phase commit
KILLS DB performance
NOT guaranteed

What could go wrong?

AndA i R2Say Qi Itgled 62N)] Pphastekdndian@rdal  KS
Fo2dzi GAYy R2dz (¢ NBadzZ (adphddadusdly vokgSt & A
gKSY Al R2SayQiz AlG R2SayQio
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Solution:
Transaction queuing




GameSrv_Tradeltem (...) {
DB1->Send(p1, ADD, item);
.. crash here ...
DB2->Send(p2, REMOVE, item);




GameSrv_Tradeltem (...) {
DB1->Send(p1, ADD, item);

DB2->Send(p2, REMOVE, item);
}

Okay, much better. Now letshange this to use transaction queuing




GameSrv_Tradeltem (...) {

DB2->Trade(p2, p1, DB1, item):;

What could go wrong?

Well heck, it looks like all | did is move the problem somewhere else! But now o
Fy20KSNI LINEPAINY YYSNI Oy oNRGS GKIFG O2RS
anymore, and | get to go home eady
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DB2:

remove(p2, item)
queue-add(DB1, p1, item)

What could go wrong?

{2 tSGQa Grt1 lFo2dzi doekl i GKIF G 20§KSNJ LINE 3

LQY 3IAGAYy3I &2dz 'y AdGSYX a2 GKS LINBINI YYS
NEY2OSR FTNRBY Y& RIOGFIo6F&aSed . dzi G4KS AGSY A
GLINPYA&SE (G2 ITRR AG (02 e2dz2NB aS@SyGdz £t e
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DB2: begin transaction
remove(p2, item)
queue-add(DB1, p1, item)

commit transaction

What could go wrong?

Andg SQf f o NJ LJ | f ¢ GKFG O2RS Ay I (GN¥-yal OG.
at-all
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DB2: begin transaction
remove(p2, item)

queue-add(DB1, p1, item)

commit transaction

SoK2¢g R2 ¢S AYLX SYSyd GKI

GLINR YA &S

T2NJ
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worRer: while true do
get-transaction (Ssrc, &dst, &trans)
execute-transaction(dst, trans)
delete-transaction(src, trans)

end

What could go wrong?

2SSttt $SQf t prardsd oniarddther sedvd WHicB MNanitors the database

for promises, and makes sure they come true. Even if a database maintenance occurs,
when the database (and worker) are restarted, the transaction will eventually

O2YLX SGS® ¢KAa Aa 1y2ey la aS@Syladat 02y

61



What if worker Reeps
redoing the same work?

What could go wrong?

X .dzi X SKIGKSKISRING BN A BSLIA NBR2Ay3I GKI G
create lots of items?
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What if worker keeps
redoing the same work?
Make the work idempotent

What could go wrong?

2 Sttt fSiademmiengyirickdwd |Sarnédiedrlier (and remember to send
me payment for using it).
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Check out ZeroMQ
for work-queuing

What could go wrong?

NI yal QiAzy 1jdzSdziy3 A& 3INBI G
refer you to a great, free, opesource, welldocumented solution to implement
gueuing behaviors (worker tagfueues and such) that works across many languages:

ZeroMQ

A0dzFF2

by R
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.. pause for breath ...

Whew! In my GDC presentationini mn 2y { SOdzNAR (&3 a5S@Sft 2 L.
t NPGSOGAYT , 2dzNJ aah FTNRBY 2yfAyS ONARYSE
(http://www.slideshare.net/EnMasseEnt/developevs-cybercriminalsprotecting
your-mmo-from-online-crime-3589535), | packed quite a lot of material into a ene

hour presentation, so much so that folks suggested | slow down a bit (actually, a lot).
How am | doing this year?
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Reliable Error

Handling

So,sincg SQONB LI I yySyQa FTERADSI 2V dNPR GF 1 | 062c
inevitableerrors that users are going to experience when playing our games.
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Something bad
happened...
now what?!?

Something bad happened

When errors occuivhat *should* we do?d know,let's display an error message to the user!
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An unexpected error occurred, because it
cannot be found.

Something bad happened

Welhere's what developers should do: display a helpful error message.

Dhhh+ h\t] ¢ gkapg dnifAio oc mdbco r|j
communicating with, you knowprackugldoft ct cp h\ i ] " di bn rdo
went into programming in the first place: lack of social skills.

Savhen an error dialog like thisgaopeagthe usamtigPey'll call customer support,
right?
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Iceberg principle:
only some customers will
ask for help

Something bad happened

Unfortunatelyy 2 G I £ € dzaSNAR INBX 3I2Ay3a G2 OFrftt &2
one qf them! | hate calling support because most times the folks who work there,
SOSY AT 4K88QNB2¢ SRl YR y20G 0dzNYySR 2dzi o
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.. the rest RAGE QUIT

Something bad happened

So many userdike me) will leave the game.
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What does Customer
Support do?

Something bad happened

But imagineyour users contact customer support? What does a CS agent do?

¢CKS dzaSNJ O2YLX FAya Fo2dzi | LINRoO6f SYX o dzi
even clear what the user was doing.

And with a twehour wait queue, by the time the agent sends some questions back to

the user, the user is already offline.

So the next day when the user replies, a new agent handles the problem. And s/he
R2Say Qi KIFI@S 'y | yagSNE 0SOlFdzaS AdQa 7Tdzy

So after escalating through all three tiers of the traditional customer support
department, was does a senior agent do? They call the Operations Team.
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What does the
Operations Team do?

Something bad happened

Andwhat does the Ops Team do to solve the problem? Similarly, they escalate the
problem too.
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Call the devs

Something bad happened

' yR S@Syidzdtte Ottt Ay GKS RSOSt2LYSYyd
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Call the devs
after rebooting
three times

Something bad happened

|l YR S@Syilidz £t te& O ff atenimpliérestingRie@ssdl 2 LIYSy i
escalation procedure.
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STOP!

Something bad happened

STOPThis is all foolishness! What *should* we do?

75



Log the error

Something bad happened

Well, logging the error is a good start.
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Log the error
Does anyone read logs?

Something bad happened

But does anyone read the error logs? See, in most comp#mdegs are all stored in

2yS 0A3 FTAES LISNIRIe | ONRaa YdzZ GALIX S &SN
aggregated in a useful way, so no developer goes to the effort of actually reading the

log files, assuming they even have access to the logs.
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Separate informational
logs from error logs

Something bad happened

One possible solution: write different types of logging to different destinations so
that the information can be summarized more effectively.

For Guild Wars we had three different error logs for each service:

Informational: stuff that users are doing: logsniccess, logHmilure-bad-password
or-unknownuser, logout, addriend, etc.

ONNBNY abdzFF GKIFIGO ¢Syl o NRogsgheddays & o1 ay Qi
databasepermissiondenieddammit

550dAY KYYYX 20KSNJ addzF¥

Then, at the end of each day, each of several hundred servers would send their error
logs to the entire programming team. Needless to say, error conditions got fixed
quickly because no one wanted the shame of their code spamming all of the
programming team.

Tragically, the debugging logs ended up filled wiilift, and no one ever read them
again.

Another solution is to use a tool lil@plunk g KA OK A& tA1S aD223f ¢
completely kicks ass; check it out.
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Bad error:

Resource not found

404
®

Something bad happened

So, loggings good. What else can we do?

[ SGQa ¢2N] 2y 3IAGAYy3A (GKS dza
GdzNyAy3 Ayild2 ©6S0 aSNWAOSAT

CKAA 0f2aH ¢KS AYyTF2N¥IGAZ2Y
enough diagnostic information

S
f

NJ

02
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What about the user?
And customer support?

Something bad happened




Better error:
Fancy message with link

34-15-3-743
©

Something bad happened

| SNBQa  o0SGUSNI a2t dziAzyy

1. Tell the user something meaningful about the error and suggest a solution *right
there*.

2. Provide a link to an external site that you run that contains even more
AYF2NNYEFGA2YyD |26 | o62dzi | gA1A aAGS 2N 6
gKIFG 6SQNB R2Ay3 F2N) ¢9w! OKOGOGLIYKkk(GSNI d
working on? Then, not only can your support team provide possible solutions to
the problem, but so can your users!

3. Provide a proper error code.
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34-15-3-743
Wait, what?!?

Something bad happened




Error 34 - routing error
Service 15 - cache server
Module 3 - forwarder.cpp
Line 743 - __LINE__

Something bad happened

Provide an error code that imemtifiedetlye source of the problem, which can include a lot of i
helpful to programmers. This type of error code has additional useful properties.

1. When launching in multiple languages, the CS team can simply report the error code fr
user instead of translating the error string back into English (devwsgalgr language the

2. Users can also search for this error code using Google, and find alternate solutions tha
on your support site.

Which do you think is easier to diagnoseRi@ivVe R &00rsers and your CS team a
fighting chance at solving the problem!
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Good error messages
lead to faster fixes

Something bad happened




Security!

Okay,now for a change of pace.

You've madea successful game; users want to play it and perhaps even pay you.
Unfortunately, it's now a compelling target for the bad guys!
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The bad guys:

* professional cybercriminals

* lots of resources

* |ots of stolen accounts for testing
* they read security literature

Stopping the bad guys

There are lots of folks to worry about: scHgtldies,who want to take down your
servers through deniabf-service attacksgriefers who want your users to suffer;
casual hackers, who just want eke out a better play experience in your game, and

more.

In fact processiondlackers are going to be your biggest problem. They get paid to
hack our games. There is a lot of money in the hacking business, so the hackers are
probably paid more money than we are, which also makes them smarter than us.

Theyalso have the opportunity to research what we do and publish. They might even

be here in the audience. Anyone want to own up to being a professional account
stealer? No? Well, this might not be the best venue to come clean...
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Top vulnerability:
Injection attacks

Stopping the bad guys

Each year severakcurity organizations post lists of security vulnerabilities from the

past 12 months. One such organization is OWASP. And each year the list looks pretty
much the same. So while it might seem elementary to cover something like SQL

injection attacks, given how commonly the problem is exploited in recent successful
attacks against Sony, HB Gary, S&Enyps SonyRockYouSony and others (like Sony),

LQY 3J2Ay3 G2 Glrt1 Fo2dzi GKS LINRofSY Ay R

87



Some typical PHP code

$sql ="select * from Users where Name ="" + Sname +
Squery = $db->prepare($sql);

Squery->execute();

nmwn

Stopping the bad guys

Here is some typical PHP code, which is toesdyl code since PHP takes the "worse

is better" philosophy to such an extreme. PHP is a set of security vulnerabilities
packaged as a programming language. But since it is the most popular web language
Ay GKS 62NIRX KSNBQa +y SEFYLXS 2F &a2YS8
information about a user.
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Some typical PHP code

$sql ="select * from Users where Name ="" + Sname +
Squery = $db->prepare($sql);

$query->execute();

what happens when Sname is

or 1=1--

Stopping the bad guys

nmn

Butwhat happens when a hacker sends an improper name to the web service on
login?
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Your query becomes:

select *
from Users
where Name =" or 1=1

Stopping the bad guys

Well, thisquery would select *all* fields for *all* users from the database. Gulp!
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Solutions

* Stored procedures
* String escaping
* Parameterization

Stopping the bad guys

91



Stored procedures

Stopping the bad guys

2 A0K a02NBR LINPOSRdAzZNBEA &2dzdNB T2NDSR (2

instead of composing SQL queries using string concatenation, which is the source of
the problem with SQL injection errors.
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Vulnerable stored procedure

CREATE PROC BadProc (@param varchar(256)) as
DECLARE @ cmd varchar(1024)

SET @cmd = 'select * from foo where bar ="+ @param
EXECUTE(@cmd)

<<< ARRRGH! >>>

Stopping the bad guys

Of course, it's still possible to write a stored procedure that is vulnerable to injection,

as shown above.

If you *have* to writedynamic SQLcheck out
http://www.sommarskog.se/dynamic_sql.htrhe author is wicked smart.
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SQL Escaping
bob’ ------> bob’
"or1=1-- -----> " or 1=1--

Stopping the bad guys

Probablyi KS Y2aid O2YY2yfeé FR2LISR az2fdziazy A.
you can create special escape sequences in stghgdor newline \t for tab, and the
ikechilQa Ifaz LkaarofsS (2 SalolrLIS ljdz2iS OKI
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QL Escaping
bob’ ------> bob’
"orl=1-- ----->" or1=1--

Stopping the bad guys

Here is the previouslide recolored to highlight the escaped quote, which finesses
the injection attack.

The problem with escaping is that, in many programs, there can be many layers of

code responsible for performing a transaction. Which part of the code is responsible

for escaping? Higlevel? Midlevel? Lowlevel? When many programmers are

working on a project it can easy to lose track of which person is responsible for
3SGGAY3 GKAA NAIKGD LGQa F OoNARGOES a2t dzi

¢CKSNE Aa | o0SGGSNI gl éx

95



Parameterization

Stopping the bad guys




| SNBQa GKIdG alyY$S tit O2RSE FAESR dzJ G2 dz
{v[ 1jdzSNE & i NJingtehd sepayate th&fararffetes fram thé §uery, and
provide named parameters to the query execution function. Simple, huh?
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