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I'm going to talk about engineering robust software, but because I only have an hour, 
most of what I'm doing will be *evangelizing* robust software. But that's just as 
important, because it is massively overlooked in massively multiplayer online games. 
 
CƛǊǎǘΣ LΩŘ ƭƛƪŜ ǘƻ ǘŀƭƪ ŀōƻǳǘ ǊƻōǳǎǘƴŜǎǎ ōȅ ǳǎƛƴƎ ŀƴ ŜȄŀƳǇƭŜ ŦǊƻƳ ƻǳǘǎƛŘŜ ǎƻŦǘǿŀǊŜ 
development and the game industry. 
 
Several weeks before this presentation, I was buying chocolates for my wife for 
±ŀƭŜƴǘƛƴŜΩǎ ŘŀȅΦ ! ŎŀǎƘƛŜǊ ŀǘ ǘƘŜ ŎƘƻŎƻƭŀǘƛŜǊ ƘŜƭǇŜŘ ƳŜ ǎŜƭŜŎǘ ŀ ǇƭŀǘŜ Ŧǳƭƭ ƻŦ ǘŀǎǘȅ 
yummies, set it on the counter in front of the register, and went in search of a box to 
hold all of them. Another cashier similarly helped my friend, rang up his chocolates, 
ŀƴŘ ǇǊŜǎǎŜŘ ǘƘŜ άŎŀǎƘκǘŜƴŘŜǊέ ōǳǘǘƻƴΦ ¢Ƙƛǎ ŎŀǳǎŜŘ ǘƘŜ ǊŜƎƛǎǘŜǊ ŎŀǎƘ-drawer to pop 
open, shoving my plate of carefully selected chocolates off the counter and onto the 
floor. Needless to say the cashier was quite embarrassed, and my cashier was angry, 
and the chocolate store was out the cost-of-goods for those chocolates (assuming no 
άǊŜŎȅŎƭƛƴƎέ ƘŀǇǇŜƴŜŘ ŀŦǘŜǊ L ƭŜŦǘ ǘƘŜ ǎǘƻǊŜύΦ 
 
In a larger franchised organization, we might imagine a post-mortem meeting where 
the staff analyzed root causes, drew up a plan to encourage cashiers not to place 
chocolates in front of the register, and sent the new policy to headquarters, which 
then distributed a memo to all franchisees to add to the already-too-large three-ring-
ōƛƴŘŜǊ ǇƻƭƛŎȅ ƳŀƴǳŀƭǎΦ ¸ƻǳ ƳƛƎƘǘ ƭŀǳƎƘΣ ōǳǘ ƛŦ ȅƻǳΩǾŜ ǿƻǊƪŜŘ ƛƴ ŀ ŦǊŀƴŎƘƛǎŜ  
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organization and seen the three-ǊƛƴƎ ōƛƴŘŜǊǎΣ ȅƻǳΩƭƭ ƪƴƻǿ ǘƘƛǎ ǘƻ ōŜ Ƙƻǿ ǘƘŜǎŜ 
organizations function. As Neal Stephenson pointed out in Snow Crash, three-ring 
binders contain the entire operational blueprint for franchise organizations ς the 
άŦǊŀƴŎƘƛǎŜ 5b!έ ƛŦ ȅƻǳ ǿƛƭƭΦ 
 
This is total foolishness! 
 
LŦ L ǿŀǎ ƛƴ ŎƘŀǊƎŜΣ LΩŘ ŜƛǘƘŜǊ ōƻƭǘ ǘƘŜ ŎŀǎƘ ǊŜƎƛǎǘŜǊ ǘƻ ǘƘŜ ŎƻǳƴǘŜǊ ǎƻ ǘƘŀǘ ǘƘŜǊŜ ǿŀǎƴΩǘ 
enough space for the plate to fit in front of the cash-ŘǊŀǿŜǊΣ ƻǊ LΩŘ ōǳƛƭŘ ǘƘŜ ŎƻǳƴǘŜǊǎ 
to be the exact width of the register. 
 
MMO game developers builders need to be aware of similar traps that they set for 
ǘƘŜ /ǳǎǘƻƳŜǊ {ǳǇǇƻǊǘ ŀƴŘ bŜǘǿƻǊƪ hǇŜǊŀǘƛƻƴǎ ǘŜŀƳǎ ǿƘŜƴ ǘƘŜȅ ōǳƛƭŘ ǎƻŦǘǿŀǊŜΦ LǘΩǎ 
easy to build software that works properly for the development team, but it quite 
hard to operate in real world situations. 
 
In ǘƘƛǎ ǘŀƭƪ LΩƭƭ ŜƴŘŜŀǾƻǊ ǘƻ ŘƛǎŎǳǎǎ Ƙƻǿ ǘƻ ōǳƛƭŘ Ǌƻōǳǎǘ ǎȅǎǘŜƳǎ ǘƻ ŀǾƻƛŘ ǘƘŜǎŜ ǘȅǇŜǎ ƻŦ 
operational issues. 
 
But ōŜŦƻǊŜ L ōŜƎƛƴΣ LΩŘ ƭƛƪŜ ǘƻ ŜȄǇƭŀƛƴ ϝǿƘȅϝ ǊƻōǳǎǘƴŜǎǎ ƛǎ ǎƻ ƛƳǇƻǊǘŀƴǘΦ 
 
When early-adopter gamers start playing your game, the quality of the experience 
they have is going to determine whether they tell their friends to buy or avoid your 
game. This has a massive influence on your likelihood of success. Your sales are 
directly related to whether you win or lose these critical players, because each player 
who cannot play your game due will tell some of their friends not to buy it, and each 
player who enjoys your game will tell their friends to buy it. So the adoption curve for 
your game is a polynomial factor of the enjoyment of early adopters, not linear! 
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What expertise do I bring to the table in these areas? Well, I was either prescient 
enough or lucky enough (more likely the latter) to start building multiplayer games in 
1993, when players were tolerant of game design mistakes. So I made lots of them 
ŀƴŘ ƭŜŀǊƴŜŘ ŀ ōƛǘ ŀōƻǳǘ ŘŜǾŜƭƻǇƛƴƎ ǊƻōǳǎǘΣ ǊŜƭƛŀōƭŜ ŀƴŘ ǎŜŎǳǊŜ ƻƴƭƛƴŜ ƎŀƳŜǎΣ ŀƴŘ LΩƳ 
ƎƻƛƴƎ ǘƻ ǎƘŀǊŜ ǎƻƳŜ ƻŦ ǿƘŀǘ LΩǾŜ ƭŜŀǊƴŜŘ ǎƻ ǘƘŀǘ ȅƻǳ ŘƻƴΩǘ ƘŀǾŜ ǘƻ ƳŀƪŜ ǘƘŜ ǎŀƳŜ 
mistakes I did ς you can make new ones! 
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Let's dive into code: *nix programmers follow LibEv code on the left, Window 
programmers follow IO completion ports code on the right. 
 
Well, I think this code speaks for itself, so if everyone understands the basics of the 
inner event-dispatch loop, let's move on! J 
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Okay, talking in detail about code in a spoken presentation is more-or-less impossible. 
Let's zoom the map-scale slider back several notches; what are we really trying to 
solve for? 
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Today LΩƭƭ ǘŀƭƪ ŀōƻǳǘ ǊŜƭƛŀōƛƭƛǘȅΣ ǿƘƛŎƘ ƛǎ ŀ ƪŜȅ ŦŀŎǘƻǊ ƛƴ ǇƭŀȅŜǊǎ ōŜƛƴƎ ŀōƭŜ ǘƻ ŜƴƧƻȅ ȅƻǳǊ 
game. In the bad old days when we built single-player games, each game crash would 
only take down one player. But now, when a game crash occurs, it can kick 5000 
players offline simultaneously. That means that, in order to maintain the same 
frequency of crashes that we had in single-player games, we effectively have to write 
ǎƻŦǘǿŀǊŜ ǘƘŀǘ ƛǎ рллл ǘƛƳŜǎ ƳƻǊŜ ǊŜƭƛŀōƭŜ ǘƘŀƴ ƛƴ ǘƘŜ ǇŀǎǘΦ LŦ ǘƘŀǘΩǎ ƴƻǘ ŘŀǳƴǘƛƴƎΣ L 
ŘƻƴΩǘ ƪƴƻǿ ǿƘŀǘ ƛǎΦ ¢ƘŀǘΩǎ ǿƘȅ ǊŜƭƛŀōƛƭƛǘȅ ƛǎ ǎƻ ŎǊƛǘƛŎŀƭΦ 
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Since L ŜȄǇŜŎǘ LΩƳ ǇǊƛƳŀǊƛƭȅ ǎǇŜŀƪƛƴƎ ǘƻ ŘŜǾŜƭƻǇŜǊǎ ǿƘƻ ŀǊŜ ōǳƛƭŘƛƴƎ ǇŜǊǎƛǎǘŜƴǘ ǿƻǊƭŘ 
online games, security is also an important factor that needs to be discussed. There 
are legions of people with bad intent who try to ruin online games, either because 
ǘƘŜȅΩǊŜ griefers who achieve personal enjoyment by destroying the game experience, 
ƻǊ ōŜŎŀǳǎŜ ǘƘŜȅΩǊŜ ǇǊƻŦŜǎǎƛƻƴŀƭǎ ǿƘƻ ŀǊŜ ǇŀƛŘ ǘƻ ŜȄǇƭƻƛǘ ǘƘŜ ƎŀƳŜΦ 
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And finally, if ǿŜΩǾŜ ƳŀƴŀƎŜŘ ǘƻ ōǳƛƭŘ ŀ ƎŀƳŜ ǘƘŀǘ ǇƭŀȅŜǊǎ ƭƻǾŜΣ ǿŜ Ŏŀƴ ŜȄǇŜŎǘ ǘƻ ƘŀǾŜ 
Ƴŀƴȅ ǇƭŀȅŜǊǎ ƧƻƛƴƛƴƎ ƻǳǊ ƎŀƳŜΣ ƳŜŀƴƛƴƎ ǿŜΩƭƭ ƘŀǾŜ ǘƻ ƎǊƻǿ ƻǳǊ ƎŀƳŜ ǎŜǊǾƛŎŜ ǊŀǇƛŘƭȅΣ 
ǎƻ ǎŎŀƭŀōƛƭƛǘȅ ƛǎ ȅŜǘ ŀƴƻǘƘŜǊ ƪŜȅ ǘƻǇƛŎ ǘƻ ŘƛǎŎǳǎǎΧ 

8 



But this is only a ne hour talk; L ŘƻƴΩǘ ƘŀǾŜ time to discuss scalability in addition to the 
ƻǘƘŜǊ ǘƻǇƛŎǎΦ LΩŘ ŜƴŎƻǳǊŀƎŜ ȅƻǳ ǘƻ ŎƘŜŎƪ ƻǳǘ ƘƛƎƘǎŎŀƭŀōƛƭƛǘȅΦŎƻƳ ōŜŎŀǳǎŜ ƛǘ Ŏƻƴǘŀƛƴǎ 
many great articles about how other companies have scaled to truly massive 
numbers of users. 

9 



[ŜǘΩǎ ǘŀƭƪ ŀōƻǳǘ building reliable software first. 
 
[note: word-break is intentional] 
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H`oñn \nnph` r` c\q` i`orjmf om\inkjmo \i_ kmjoj^jg gd]m\md`nΧ ƭŜǘϥǎ write code. Fundamentally all 
interesting game stuff comes down to this pattern ς the client sends a message to the 
server, and the server responds. Or similarly, one server sends a message to another 
ǎŜǊǾŜǊ ŀƴŘ ǊŜŎŜƛǾŜǎ ŀ ǊŜǇƭȅΦ {ƻ ǘƘƛǎ ƛǎ ŀƴ ƛƳǇƻǊǘŀƴǘ ǇŀǘǘŜǊƴ ƛƴ ŘŜǾŜƭƻǇƳŜƴǘΦ [ŜǘΩǎ ŀǎƪ 
ourselves the question: what could go wrong? 
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Well, we have to plan for the servers breaking down, right? 
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Well, hardware failure does happened, but 80% of downtime is caused by human 
error, so we need to plan for it by writing services that are easy to administer.  
 
One incident that comes to mind is from a time when I was the lead battle.net 
programmer. (Actually, at the time I was the only programmer, designer, business-
person, dishwasher and janitor for the project). 
 
L ŎŀƳŜ ƛƴǘƻ ǘƘŜ ƻŦŦƛŎŜ ƛƴ ǘƘŜ ƳƻǊƴƛƴƎ ŀƴŘ ƭŜŀǊƴŜŘ ǘƘŀǘ ƴƻ ƻƴŜ ǿƘƻǎŜ ƴŀƳŜ όάƘŀƴŘƭŜέύ 
ǘƘŀǘ ǎǘŀǊǘŜŘ ǿƛǘƘ ǘƘŜ άŘέ ŎƻǳƭŘ ƭƻƎ ƛƴǘƻ ōŀǘǘƭŜΦƴŜǘΦ L ǿŀǎ ŀōƭŜ ǘƻ ǉǳƛŎƪƭȅ ŀǎŎŜǊǘŀƛƴ ǘƘŀǘ 
the name-filtering/chat-filtering algorithm was blocking words starting with the letter 
άŘέΦ Lǘ ǘǳǊƴǎ ƻǳǘ ǘƘŀǘ ǘƘŜ /ǳǎǘƻƳŜǊ {ǳǇǇƻǊǘ ƭŜŀŘΣ ǿƘƻ ƘŀŘ ŀŘƳƛƴƛǎǘǊŀǘƛǾŜ ǇŜǊƳƛǎǎƛƻƴǎ 
to the battle.net servers, had attempted to block an obnoxious player whose name 
was something like d1oggone, so he added that name to the list of blocked words. 
 
Unfortunately, the original programmer of battle.net, who had written the chat-
ŦƛƭǘŜǊƛƴƎ ǎȅǎǘŜƳΣ ŀƴ ƻǘƘŜǊǿƛǎŜ ǎǇŜŎǘŀŎǳƭŀǊ ǇǊƻƎǊŀƳƳŜǊΣ ƘŀŘƴΩǘ ǿǊƛǘǘŜƴ ƳǳŎƘ ƛƴ ǘƘŜ 
way of error-handling for the chat-filtering subsystem. Whenever the configuration-
ŦƛƭŜ ǇŀǊǎŜǊ ǊŜŀŘ ŀ άōŀŘ ǿƻǊŘέ ǘƘŀǘ ƴŜŜŘŜŘ ǘƻ ōŜ ŦƛƭǘŜǊŜŘΣ ƛǘ ŀǎǎǳƳŜŘ ǘƘŀǘ ǘƘŜ ǿƻǊŘ 
would only be made up of letters. When it encountered any non-alphabetic character 
it would simply stop parsing and terminate the word. So when it read d1oggone, it 
ǎǳōǎǘƛǘǳǘŜŘ άŘέ ŀƴŘ ǳǎŜŘ ǘƘŀǘ ƛƴ ǘƘŜ ŦƛƭǘŜǊƛƴƎ ŀƭƎƻǊƛǘƘƳΦ 
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Much software, if not written quite this poorly, contains similar gotchas. And 
consequently the operations team ends up unintentionally bollixing game servers 
because they were led into a trap by the development team. 
 
We can do better! 
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Another common complaint by players is that games are laggyΧ 
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But ȅΩƪƴƻǿ ǿƘŀǘΚ CƻǊ ǘƘŜ Ƴƻǎǘ ǇŀǊǘ ƛǘΩǎ ƴƻǘ ǘƘŜ LƴǘŜǊƴŜǘΩǎ ŦŀǳƭǘΦ ¢ƘŜ LƴǘŜǊƴŜǘ ƛǎ 
substantially faster and more reliable than it was in previous years. For the most part 
ǘƘŜ ǇǊƻōƭŜƳ ƛǎ ǘƘŀǘ ŘŜǾŜƭƻǇƳŜƴǘ ǘŜŀƳǎ ŘƻƴΩǘ Řƻ ƳǳŎƘ ǘƻ ǾŜǊƛŦȅ ǘƘŀǘ ǘƘŜƛǊ ŎƻŘŜ ǿƻǊƪǎ 
properly under real latency, packet-drop-rate and bandwidth conditions. Most teams 
are writing and testing code on their local area network, which has massive 
bandwidth and virtually no latency or packet drop. 
 
I got a late-night call from a former colleague at a company called Click Entertainment 
όǳƴǎǳǊǇǊƛǎƛƴƎƭȅ ƴƻ ƭƻƴƎŜǊ ƛƴ ōǳǎƛƴŜǎǎΤ ȅƻǳΩƭƭ ǎƻƻƴ ǳƴŘŜǊǎǘŀƴŘ ǿƘȅύ Ƨǳǎǘ ŀŦǘŜǊ ǘƘŜȅ 
launched their game. They had written a Diablo-clone, and it turned out that the 
ƎŀƳŜΣ ǿƘƛŎƘ ƘŀŘ ōŜŜƴ ǘƘƻǊƻǳƎƘƭȅ ǘŜǎǘŜŘ ŦƻǊ ƴŜǘǿƻǊƪ Ǉƭŀȅ ƻƴ ŀ [!bΣ ŘƛŘƴΩǘ ǿƻǊƪ ƻǾŜǊ 
the Internet. Both the development team and the publisher (Sierra Entertainment) 
v! ǘŜŀƳ ƘŀŘƴΩǘ ŜǾŜǊ ŀŎǘǳŀƭƭȅ ōƻǘƘŜǊŜŘ ǘƻ ǘŜǎǘ LƴǘŜǊƴŜǘ ǇƭŀȅΣ ŜǾŜƴ ǘƘƻǳƎƘ ǘƘŀǘ ǿŀǎ 
ǘƘŜ ǇǊƛƳŀǊȅ ƻƴƭƛƴŜ ǾŜƴǳŜΦ !ƴŘ ǎƻ ƻŦ ŎƻǳǊǎŜ ƛǘ ŘƛŘƴΩǘ ǿƻǊƪ ǇǊƻǇŜǊƭȅ ŀƴŘ ǇƭŀȅŜǊǎ ǿŜǊŜ 
furious. Whoops! Turns out they had a bug that was actually easy to diagnose and 
suggest a fix over the phone, leading to a patch. But all the pain could have been 
avoided by decent testing. 
 
For Guild Wars, when we built out the first datacenter for testing, we colocated the 
servers in Los Angeles, while our dev team was in the Seattle area. This meant that 
our entire development team played the game in similar fashion to the way our 
players would *four years later when we actually released the game*. Incidentally, we  
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ŀƭǎƻ ƎŀǾŜ ŀƭƭ ǘƘŜ ŘŜǾŜƭƻǇŜǊǎ άminspecέ ƳŀŎƘƛƴŜǎ όулл aIȊ tŜƴǘƛǳƳ LLL ǿƛǘƘ рмнa. 
RAM ς blech!) so that we would build a game that played well on that type of 
computer. 
 
Another great testing methodology is to use latency simulators that can control 
bandwidth, packet-drop and packet round-trip-time so that the development team 
can build code that handles typical (or worse) network conditions. 
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Another player complaint ƛǎ ǘƘŀǘ άǘƘŜ LƴǘŜǊƴŜǘέ ŎŀǳǎŜǎ ƎŀƳŜ-server disconnects, and 
Ƴŀƴȅ ǘƛƳŜǎ ƛǘ ŘƻŜǎΧ 
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Χ ōǳǘ ƻǘƘŜǊ common causes of socket-disconnection are that the game server 
ŘƻŜǎƴΩǘ ƘŀƴŘƭŜ ƴŜǘǿƻǊƪ ǘƛƳŜƻǳǘǎ ƻǊ ƴŜǘǿƻǊƪ ǇŀŎƪŜǘ-buffering, or even crashes a lot. 
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When you get down to the packet level, the Internet is a scary place. If your program doesn't handle these issues 

then your users will get to discover them. And by extension, so will your Customer Support team, and 

consequently your ongoing sales & players retention will be negatively affected. So build your code so that it 

handles common failure cases instead of being surprised by them. 

 

You should expect that some percentage of your players will lose connectivity to the server î usually at a critical 

odh` di ]\oog` rcdg` oc`tñm` ^jhkg`odib \ hpgod-hour-long epic quest. Build in a system to enable them to 

immediately reconnect to the game from the *start* of your development cycle instead of waiting until after 

g\pi^c \i_ _dn^jq`mdib cjr am`lp`iogt do c\kk`in &÷ gdf` r` _d_ di Cpdg_ S\mn÷ ]jj hoo!). 
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In the next part of the talk LΩƳ ƎƻƛƴƎ ǘƻ ǎǇŜƴŘ ŀ ƭƻǘ ƻŦ ǘƛƳŜ ǳƴŘŜǊǎǘŀƴŘƛƴƎ ŎƻƳƳƻƴ 
reliability problems in backend services, where ultimately all of the interesting things 
ƎƻƛƴƎ ƻƴ ŀǊŜ ǘǊŀƴǎŀŎǘƛƻƴǎΦ ²ƘƛƭŜ ǘƘƛǎ ƳƛƎƘǘ ǎƻǳƴŘ ƭƛƪŜ ōƻǊƛƴƎ ǎǘǳŦŦ ǘƘŀǘΩǎ ƳƻǊŜ 
ƛƳǇƻǊǘŀƴǘ ŦƻǊ ōŀƴƪƛƴƎ ǎƻŦǘǿŀǊŜΣ ƛǘΩǎ ǘƘŜ ǎŀƳŜ ǎǘǳŦŦ ǘƘŀǘ ȅƻǳǊ ƎŀƳŜ ǳǎŜǎ ǘƻ ǇŜǊǎƛǎǘ 
player data, and is consequently critical to the success of your endeavor. 
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Let's start with an easy one before we dive into the complicated cases. 
 
IŜǊŜΩǎ ŀ ōŀǎƛŎ ǘǊŀƴǎŀŎǘƛƻƴ ǘƘŀǘΩǎ ŘŜǎƛƎƴŜŘ ǘƻ ŜƴŀōƭŜ ƻƴŜ ǇƭŀȅŜǊ όƳŜύ ǘƻ ƎƛǾŜ ŀƴƻǘƘŜǊ 
Ǉƭŀȅ όȅƻǳύ ǎƻƳŜ ƎƻƭŘΦ Ψ/ŀǳǎŜ LΩƳ Ƨǳǎǘ ǘƘŀǘ ƴƛŎŜ ŀ ƎǳȅΦ 
 
What could go wrong? 
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What could go wrong?!? Well, for a start this innocuous-looking SQL code is actually 
two transactions (in Microsoft SQL Server), not one. 
 
¢Ƙŀǘ ƳŜŀƴǎ ǘƘŀǘ ǘƘŜǊŜΩǎ ŀ ǊŜƳƻǘŜ όōǳǘ ƴƻƴ-zero) possibility that the first transaction 
can succeed and the second can fail. And consequently the gift-receiver can get extra 
gold without the giver losing gold. This problem exists in many games, and when it is 
discovered by hackers they can duplicate gold and destroy the game economy if the 
ǇǊƻōƭŜƳ ƛǎ ƴƻǘ ƛƳƳŜŘƛŀǘŜƭȅ ŎƻǊǊŜŎǘŜŘΦ LΩƳ ƭƻƻƪƛƴƎ ŀǘ ϝȅƻǳϝΣ Everquest. 
 
It is pretty trivial to switch the order of operations so that this problem is no longer 
ŜȄǇƭƻƛǘŀōƭŜΣ ōǳǘ ƴƻǿ ǿƘŀǘ ƘŀǇǇŜƴǎ ǿƘŜƴ ǘƘŜ ǎŜŎƻƴŘ ǇŀǊǘ ƛǎƴΩǘ ŎƻƳǇƭŜǘŜŘ ƛǎ ǘƘŀǘ ŀ 
ǇƭŀȅŜǊ ϝƭƻǎŜǎϝ ƎƻƭŘ ǿƘŜƴ ǎƻƳŜǘƘƛƴƎ ƎƻŜǎ ǿǊƻƴƎΦ {ƻ ǘƘŀǘΩǎ ƴƻ ƎƻƻŘΗ 
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Well, ǘƘŜǊŜ ƛǎ ŀ ǎƛƳǇƭŜ ǎƻƭǳǘƛƻƴ ǘƻ ǘƘƛǎ ǇǊƻōƭŜƳΤ ƭŜǘΩǎ ǿǊŀǇ ǘƘŜ ǿƘƻƭŜ ǘƘƛƴƎ ƛƴ ŀ 
transaction to make sure that the two operations are always conjoined; either they 
both happen or neither does. 
 
²ŜƭƭΧ ǘƘŀǘ ǿŀǎ ǘǊƛǾƛŀƭΦ 
 
But this basic problem is actually made more complicated as we move to multi-server 
or multi-ŘŀǘŀŎŜƴǘŜǊ ŜƴǾƛǊƻƴƳŜƴǘǎΦ !ǎ ǿŜΩƭƭ ǎŜŜ ǎƘƻǊǘƭȅΧ 
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But ǘƻ ǎƻƭǾŜ ǇǊƻōƭŜƳǎ ǿŜΩǊŜ ƎƻƛƴƎ ǘƻ ƴŜŜŘ ǘƻ ǳƴŘŜǊǎǘŀƴŘ ŀƭƭ ƻŦ ǘƘŜƳΣ ǎƻ ƘŜǊŜΩǎ 
another basic one that occurs in far too many games (and web services). 
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Hey, this is great; one of our users likes our game enough to buy something like an in-
game item! 
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Unfortunately, ōŜŎŀǳǎŜ ǿŜ ŘƛŘƴΩǘ ǘŜǎǘ ƻǳǊ ƎŀƳŜ ǎŜǊǾƛŎŜǎ ǳƴŘŜǊ LƴǘŜǊƴŜǘ ƭŀǘŜƴŎȅ ŀƴŘ 
high-ƭƻŀŘ ŎƻƴŘƛǘƛƻƴǎΣ ǘƘŜ ǇǳǊŎƘŀǎŜ ǊŜǎǳƭǘ ƛǎƴΩǘ ƛƴǎǘŀƴǘŀƴŜƻǳǎ ŀƴŘ ǘƘŜ ǳǎŜǊ ƎŜǘǎ 
ŦǊǳǎǘǊŀǘŜŘΧ 
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{ƻ ǘƘŜȅ ŎƭƛŎƪ ōǳȅ ŀƎŀƛƴΧ мп times! And what happens? They end up with fourteen 
successful purchase transactions, and are of course pissed-off when they get their 
next credit-card statement (not to mention the frustration *during* the purchases). 
 
{ƻ ǿƘŀǘ Ŏŀƴ ǿŜ ŘƻΧΚ 
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In the world of web-ǎŜǊǾŜǊǎΣ ǿƘŜƴ ŀ ǳǎŜǊ ŎƭƛŎƪǎ άōǳȅέ ƻƴ ŀ ǿŜō ǇŀƎŜΣ ǘƘŜ ǊƛƎƘǘ 
ŀƴǎǿŜǊ ƛǎ ǘƻ ǊŜŘƛǊŜŎǘ ǘƘŜ ǳǎŜǊ ǘƻ ŀƴƻǘƘŜǊ ǇŀƎŜ ǘƘŀǘ ŘƻŜǎƴΩǘ ŜƴŀōƭŜ ǘƘŜ ǳǎŜǊ ǘƻ ŎƭƛŎƪ 
buy again. (Forgive me for using a Java-based example: 
http://www.theserverside.com/news/1365146/Redirect-After-Post). 
 
¦ƴŦƻǊǘǳƴŀǘŜƭȅ ƭƻǘǎ ƻŦ ǿŜō ǎŜǊǾƛŎŜǎ ϝŘƻƴΩǘ ǳǎŜ ǘƘƛǎ ǘŜŎƘƴƛǉǳŜϝΣ ǘƘŜȅ ŘƻƴΩǘ Řƻ ŀƴȅǘƘƛƴƎ 
ǘƻ ǎƻƭǾŜ ǘƘŜ ǇǊƻōƭŜƳΦ hǊ ǘƘŜȅ ǳǎŜ WŀǾŀ{ŎǊƛǇǘ όǿƘƛŎƘ ƻōǾƛƻǳǎƭȅ ŘƻŜǎƴΩǘ ǿƻǊƪ ƛŦ ǘƘŜ ǳǎŜǊ 
has JavaScript disabled).  
 
But your game *should* do something. When the user initiates a transaction, change 
the state of the user-interface immediately, before the next event-loop, so that re-
initiating the transaction is no longer possible. 
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You ǎƘƻǳƭŘ ǎƻƭǾŜ ǘƘƛǎ ǇǊƻōƭŜƳ ŦƻǊ ȅƻǳǊ ǳǎŜǊǎΩ ǎŀƪŜǎΦ 
 
.ǳǘ ǘƘƛǎ ǇǊƻōƭŜƳ ŘƻŜǎƴΩǘ ƻƴƭȅ ƘŀǇǇŜƴ ŦƻǊ ŎƭƛŜƴǘ-to-server transactions. What about 
server-to-ǎŜǊǾŜǊ ǘǊŀƴǎŀŎǘƛƻƴǎΧΚ 
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IƳƳƳΧΦ L ƎǳŜǎǎ ƴƻǘ ŜǾŜǊȅƻƴŜ ƘŀƴŘƭŜǎ ǘƘƛǎ ǇǊƻōƭŜƳ ƻƴ ǘƘŜ ǎŜǊǾŜǊ ǎƛŘŜΧ 
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Well, there is a solution to this problem: idempotent transactions! 
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bƻΧ get your head out of the gutter J 
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Idempotent transactions can be run multiple times but even if they are the correct 
and desired result is always the outcome. 
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So here is a non-idempotent transaction. 
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!ƴŘ ƘŜǊŜ LΩǾŜ ƳƻŘƛŦƛŜŘ ǘƘŜ ǘǊŀƴǎŀŎǘƛƻƴΥ ƴƻǿ ǿƛǘƘ idempotencyΦ LƴŎƛŘŜƴǘŀƭƭȅ LΩƳ 
trademarking the term so that you have to pay me money each time you write any 
ŎƻŘŜ ǘƘŀǘ ǳǎŜǎ ƛǘΦ LΩƭƭ ƛƴŎƭǳŘŜ Ƴȅ ŎƘŜŎƪƛƴƎ ŀŎŎƻǳƴǘ ƴǳƳōŜǊ ƭŀǘŜǊ ƛƴ ǘƘŜ ǇǊŜǎŜƴǘŀǘƛƻƴ ς 
ŘƛǊŜŎǘ ŘŜǇƻǎƛǘ ƳŜŀƴǎ L ŘƻƴΩǘ ƘŀǾŜ ǘƻ ŎŀǎƘ ŀƭƭ ǘƘŜ ŎƘŜŎƪǎ ȅƻǳΩƭƭ ōŜ ǎŜƴŘƛƴƎΤ L Ŏŀƴ Ƨǳǎǘ 
order mai tais on the beach in perfect comfort, thanks! 
 
{ƻΧ ǿƘŀǘ ƛǎ ǘƘƛǎ D¦L5 ǘƘƛƴƎΚ Lǘ ǎǘŀƴŘǎ ŦƻǊ Dƭƻōŀƭƭȅ ¦ƴƛǉǳŜ LŘŜƴǘƛŦƛŜǊΦ ²Ƙŀǘ ǘƘŀǘ ƳŜŀƴǎ 
is that if each of you in the audience (several hundred folks) each run several 
thousand servers, each of which generates several thousand GUIDs per second, then, 
when the universe turns into a cold, dark ball of matter, none of should have 
generated identical GUIDs. Yeah, unique. 
 
So the cool thing about this property is that we can assign GUIDs to each transaction 
to track them. 
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Here is some fakey-ŦŀƪŜ {v[ ŎƻŘŜ ǘƻ ōǳƛƭŘ ŀƴ ƛǘŜƳ ǘŀōƭŜΦ LΩǾŜ ƭŜŦǘ ƻǳǘ ŀƭƭ ǘƘŜ 
interesting fields your game uses, and only shown the GUID. It has a GUID field which 
ƛƴŎƭǳŘŜǎ ŀ ǳƴƛǉǳŜƴŜǎǎ ŎƻƴǎǘǊŀƛƴǘ ǎƻ ǘƘŀǘ ǘƘŜ ǎŀƳŜ D¦L5 ŎŀƴΩǘ ōŜ ƛƴǎŜǊǘŜŘ ƛƴǘƻ ǘƘŜ 
table twice. Incidentally, this requires an index on the GUID column to make it work 
properly. 
 
So the first time a user initiates a buy transaction, it should be successful. And the 
ǎŜŎƻƴŘ ǘƛƳŜΣ ƛǘ ǿƻƴΩǘ ōŜ ōŜŎŀǳǎŜ {v[ ǿƻƴΩǘ ƭŜǘ ǘƘŜ ǎŀƳŜ D¦L5 ōŜ ƛƴǎŜǊǘŜŘ ƛƴǘƻ ǘƘŜ 
table twice ς SQL will trigger a uniqueness constraint violation, which we can report 
to the user. Great! But what we should really do is detect that error, and convert it 
back into a SUCCESS code for the user, because ultimately the transaction they 
initiated was completed correctly. 
 
!ƴŘ ǿŜΩƭƭ ǳǎŜ ǘƘƛǎ ǘǊƛŎƪ ǘƻ ǎƻƭǾŜ ƻǘƘŜǊ ƳƻǊŜ ŎƻƳǇƭƛŎŀǘŜŘ ǇǊƻōƭŜƳǎ ƭŀǘŜǊΦ 
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So ƭŜǘΩǎ ǘŀŎƪƭŜ ŀƴƻǘƘŜǊ ǇǊƻōƭŜƳΗ 
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IŜǊŜΩǎ ŀ ǇŀǘǘŜǊƴ ǘƘŀǘ ǇǊƻƎǊŀƳƳŜǊǎ ǿǊƛǘŜ ǘƘŀǘ ǿƘŜƴ they think that the application 
ŎƻŘŜ ǘƘŜȅ ǿǊƛǘŜ ƛǎ ǘƘŜ ǇǊƛƳŀǊȅ ŘǊƛǾŜǊ ƻŦ ǎǘŀǘŜΣ ŀƴŘ ǘƘŀǘ ǘƘŜ ŘŀǘŀōŀǎŜ ƛǎ άŘǳƳō 
ǎǘƻǊŀƎŜέΣ ƭƛƪŜ ŀ ŦƛƭŜ-system. At another company I worked at, this pattern pervaded 
the billing system, and led to a lot of customer support problems. 
 
CƛǊǎǘ ǘǊŀƴǎŀŎǘƛƻƴΥ ŀŘŘ ǎƻƳŜǘƘƛƴƎ ǘƻ ǘƘŜ ǇƭŀȅŜǊΩǎ ŀŎŎƻǳƴǘΦ 
Second transaction: go get payment. 
¢ƘƛǊŘ ǘǊŀƴǎŀŎǘƛƻƴΥ ŦƛȄ ǳǇ ǘƘŜ ǇƭŀȅŜǊΩǎ ŀŎŎƻǳƴǘ ǿƛǘƘ ǘƘŜ Ŧƛƴŀƭ ŘŜǘŀƛƭǎΦ 
 
²ƘŀǘΩǎ ǿǊƻƴƎ ǿƛǘƘ this? 
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²ƘŀǘΩǎ ǿǊƻƴƎ ǿƛǘƘ ǘƘƛǎΚ ¢ƘŜ ŘŀǘŀōŀǎŜ Ŏƻƴǘŀƛƴǎ ǊŜǎǳƭǘǎ ǘƘŀǘ ŀǊŜ ƛƴŎƻǊǊŜŎǘ ŀŎŎƻǊŘƛƴƎ ǘƻ 
ƻǳǊ ŘŜŦƛƴŜŘ ōǳǎƛƴŜǎǎ ǊǳƭŜǎΦ !ƴŘ άōǊƛŜŦƭȅέ ƘŜǊŜ ƳŜŀƴǎ ŦǊƻƳ ǎŜŎƻƴŘǎ ǘƻ ƳƛƴǳǘŜǎΣ ǿƘƛŎƘ 
is a long time in CPU-land. All sorts of failures can happen that prevent later 
transactions from completing, meaning that the database stays invalid. 
 
Again, while this code *looks* like a straw-man, this pattern was repeated all through 
the billing system. And I expect that similar types of code exist through systems all 
over the world. 
 
The fundamental problem is that databases are supposed to use transactions to 
maintain their validity across transactions. 
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After every transaction is completed on the database, SQL ensures that the database 
does not contain corrupt data, and that the results of the transactions are persisted. 
But what is important to us as developers is that the business rules which *we* 
define must be correct both before and after each transaction completes. SQL 
ŘƻŜǎƴΩǘ άƪƴƻǿέ ǿƘŀǘ ǘƘŜǎŜ ǊǳƭŜǎ ŀǊŜΤ ƛǘΩǎ ƻǳǊ Ƨƻō ǘƻ ǿǊƛǘŜ ŎƻŘŜ ǘƘŀǘ ŜƴǎǳǊŜǎ ǘƘŀǘ ǘƘŜ 
system is internally consistent. 
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In SQL, ǘƘƛǎ ǇǊƻǇŜǊǘȅ ƛǎ ŎŀƭƭŜŘ άŎƻƴǎƛǎǘŜƴŎȅέΦ 
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Χ J Χ 
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We need to maintain the consistency of our data according to our business rules by 
using the consistency property of SQL that ensures that are transactions are 
completed according to the rules we encode. 
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{ƻ ƭŜǘΩǎ ǘŀƭƪ about a problem that more and more developers are getting to 
experience as games grow more popular. As we build online services with ever more 
users, it becomes more necessary to build distributed systems in order to scale to the 
hundreds of thousands or millions of users who play our games. 
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IŜǊŜΩǎ ŀƴ ƛǘŜƳ ǘǊŀŘŜ ǘǊŀƴǎŀŎǘƛƻƴΦ .ŜŎŀǳǎŜ ǿŜ ƘŀǾŜ Ƴŀƴȅ ǳǎŜǊǎ ŀƴŘ ŎŀƴΩǘ ŀŦŦƻǊŘ ŀ 
database big and fast enough for our user-ǇƻǇǳƭŀǘƛƻƴΣ ǿŜΩǾŜ άshardedέ ǘƘŜ Řŀǘŀ ǎƻ 
that everyone sitting in the back of the room has their character records stored in 
database 1, and everyone in the front half (me included) has their character records 
ǎǘƻǊŜŘ ƛƴ ŘŀǘŀōŀǎŜ нΦ {ƻ ǿƘŜƴ L ƎƛǾŜ ȅƻǳ ŀƴ ƛǘŜƳΣ ǿŜΩǾŜ Ǝƻǘ ǘƻ ǊŜƳƻǾŜ ǘƘŜ ƛǘŜƳ ŦǊƻƳ 
my database and add it to your database ς a distributed transaction. 
 
{ƻΧ ǿƘŀǘ ŎƻǳƭŘ Ǝƻ ǿǊƻƴƎΚ 
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Ooops; ǘƘŀǘ ŘƛŘƴΩǘ Ǝƻ ǎƻ ǿŜƭƭΗ 
 
So what can we do to correct this problem? 
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²ŜƭƭΣ ǘƘŜ ŜŀǎƛŜǎǘ ǎƻƭǳǘƛƻƴ ƛǎ ŀƭǿŀȅǎ ōŜǎǘ ǘƻ ŎƻƴǎƛŘŜǊ ŦƛǊǎǘΧ 
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At ƭŜŀǎǘ ǿŜΩƭƭ ŎǊŜŀǘŜ ƭƻǘǎ ƻŦ ŎǳǎǘƻƳŜǊ ǎǳǇǇƻǊǘ ƧƻōǎΣ ǿƘƛŎƘ ƳƛƎƘǘ ƘŜƭǇ ǊŜŘǳŎŜ ǘƘŜ 
unemployment problem. 
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But we unfortunately ƘŀǾŜ ǘƻ ŀǎƪ ƘŀŎƪŜǊǎ ƴƻǘ ǘƻ ǘŀƪŜ ŀŘǾŀƴǘŀƎŜ ƻŦ ǘƘŜ ǇǊƻōƭŜƳ ǿŜΩǾŜ 
created; maybe we can ask them nicely. 
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Perhaps we can roll back the transaction; SQL has that capability, right? 
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Rollback occurs infrequently, so the likelihood is that the rollback code path won't be 
ǿŜƭƭ ǘŜǎǘŜŘΣ ŀƴŘ ǇǊƻōŀōƭȅ ǿƻƴΩǘ ǿƻǊƪ ǿƘŜƴ ǿŜ ƴŜŜŘ ƛǘ ƳƻǎǘΦ ϝǎƛƎƘϝ 
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Or we can use two-phase commit solutions like MS-DTC (Microsoft Distributed 
Transaction Coordinator) or similar solutions for other platforms. Behind the scenes 
these solutions are using a form of manual transaction commit. They run all the 
ǘǊŀƴǎŀŎǘƛƻƴ ŎƻŘŜ ŀŎǊƻǎǎ ŀƭƭ ǘƘŜ ŘŀǘŀōŀǎŜǎΣ ōǳǘ ŘƻƴΩǘ ŎƻƳƳƛǘ ǘƘŜ ǊŜǎǳƭǘǎ ǳƴǘƛƭ ŀƭƭ 
ŘŀǘŀōŀǎŜǎ ƛƴŘƛŎŀǘŜ ǘƘŀǘ ǘƘŜ ǘǊŀƴǎŀŎǘƛƻƴ ƛǎ ƎƻƛƴƎ ǘƻ ǎǳŎŎŜŜŘΣ ǘƘŜƴ ŎƻƳƳƛǘ ǘƘŜƳ άŀƭƭ ŀǘ 
ƻƴŎŜέΦ 
 
Coordinator: ready one? 
DB one: ready! 
Coordinator: ready two? 
DB two: ready! 
/ƻƻǊŘƛƴŀǘƻǊΥ ƻƪŀȅΧΦ DƻΗ 
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Unfortunately this solution causes a massive performance hit. 
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And ƛǘ ŘƻŜǎƴΩǘ ŀƭǿŀȅǎ ǿƻǊƪΦ /ƘŜŎƪ ƻǳǘ ǘƘŜ ƭƛǘŜǊŀǘǳǊŜ ƛƴ ǘǿƻ-phase commit and read 
ŀōƻǳǘ άƛƴ Řƻǳōǘέ ǊŜǎǳƭǘǎΦ 9ŦŦŜŎǘƛǾŜƭȅ ƛǘ ƳŜŀƴǎ ǘƘŀǘ ǿƘƛƭŜ ǘǿƻ-phase usually works, 
ǿƘŜƴ ƛǘ ŘƻŜǎƴΩǘΣ ƛǘ ŘƻŜǎƴΩǘΦ 
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IŜǊŜϥǎ ǘƘŜ ŎƻŘŜ ŦǊƻƳ ōŜŦƻǊŜΦ [Ŝǘϥǎ ǎǘŀǊǘ ōȅ ǘŀƪƛƴƎ ƻǳǘ ǘƘŜ ōŀŘ ǇŀǊǘǎΧ 
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Okay, much better. Now let's change this to use transaction queuing. 
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Well heck, it looks like all I did is move the problem somewhere else! But now 
ŀƴƻǘƘŜǊ ǇǊƻƎǊŀƳƳŜǊ Ŏŀƴ ǿǊƛǘŜ ǘƘŀǘ ŎƻŘŜ ŀƴŘ ŦƛȄ ǘƘŜ ǇǊƻōƭŜƳ ǎƻ ƛǘΩǎ ƴƻǘ ƻƴ Ƴȅ ǇƭŀǘŜ 
anymore, and I get to go home early J 
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{ƻ ƭŜǘΩǎ ǘŀƭƪ ŀōƻǳǘ ǿƘŀǘ ǘƘŀǘ ƻǘƘŜǊ ǇǊƻƎǊŀƳƳŜǊ does.  
 
LΩƳ ƎƛǾƛƴƎ ȅƻǳ ŀƴ ƛǘŜƳΣ ǎƻ ǘƘŜ ǇǊƻƎǊŀƳƳŜǊ ǿǊƛǘŜǎ ǘƘŜ ǘǊŀƴǎŀŎǘƛƻƴ ǎƻ ǘƘŀǘ ǘƘŜ ƛǘŜƳ ƛǎ 
ǊŜƳƻǾŜŘ ŦǊƻƳ Ƴȅ ŘŀǘŀōŀǎŜΦ .ǳǘ ǘƘŜ ƛǘŜƳ ƛǎƴΩǘ ŀŘŘŜŘ ǘƻ ȅƻǳǊǎΦ LƴǎǘŜŀŘΣ ƭŜǘΩǎ ǿǊƛǘŜ ŀ 
άǇǊƻƳƛǎŜέ ǘƻ ŀŘŘ ƛǘ ǘƻ ȅƻǳǊǎ άŜǾŜƴǘǳŀƭƭȅέΦ 
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And ǿŜΩƭƭ ǿǊŀǇ ŀƭƭ ǘƘŀǘ ŎƻŘŜ ƛƴ ŀ ǘǊŀƴǎŀŎǘƛƻƴ ǎƻ ǘƘŀǘ ōƻǘƘ ǎǘŜǇǎ ƻŎŎǳǊ ǘƻƎŜǘƘŜǊ ƻǊ ƴƻǘ-
at-all 
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So Ƙƻǿ Řƻ ǿŜ ƛƳǇƭŜƳŜƴǘ ǘƘŀǘ άǇǊƻƳƛǎŜέ ŦƻǊ ƻǳǊ ƛǘŜƳ ǘǊŀŘŜΚ 
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²ŜƭƭΣ ǿŜΩƭƭ ŎǊŜŀǘŜ ŀ ǿƻǊƪŜǊ process on another server which monitors the database 
for promises, and makes sure they come true. Even if a database maintenance occurs, 
when the database (and worker) are restarted, the transaction will eventually 
ŎƻƳǇƭŜǘŜΦ ¢Ƙƛǎ ƛǎ ƪƴƻǿƴ ŀǎ άŜǾŜƴǘǳŀƭ ŎƻƴǎƛǎǘŜƴŎȅέΦ 
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Χ .ǳǘ Χ ǿƘŀǘ ƘŀǇǇŜƴǎ ƛŦ ǘƘŜ ǿƻǊƪŜǊ ƪŜŜǇǎ ǊŜŘƻƛƴƎ ǘƘŀǘ ǎŀƳŜ ǘǊŀƴǎŀŎǘƛƻƴΤ ǿƻƴΩǘ ǿŜ 
create lots of items? 
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²ŜƭƭΣ ƭŜǘΩǎ Ƨǳǎǘ ǳǎŜ ǘƘŀǘ idempotency trick we learned earlier (and remember to send 
me payment for using it). 
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TǊŀƴǎŀŎǘƛƻƴ ǉǳŜǳƛƴƎ ƛǎ ƎǊŜŀǘ ǎǘǳŦŦΣ ŀƴŘ L ŎƻǳƭŘ ǘŀƭƪ ŀōƻǳǘ ƛǘ ŦƻǊ ƘƻǳǊǎΦ .ǳǘ ƛƴǎǘŜŀŘ LΩƭƭ 
refer you to a great, free, open-source, well-documented solution to implement 
queuing behaviors (worker task-queues and such) that works across many languages: 
ZeroMQ. 
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Whew! In my GDC presentation in нлмл ƻƴ {ŜŎǳǊƛǘȅΣ ά5ŜǾŜƭƻǇŜǊǎ ǾǎΦ /ȅōŜǊŎǊƛƳƛƴŀƭǎΥ 
tǊƻǘŜŎǘƛƴƎ ¸ƻǳǊ aah ŦǊƻƳ ƻƴƭƛƴŜ ŎǊƛƳŜέ 
(http://www.slideshare.net/EnMasseEnt/developers-vs-cybercriminals-protecting-
your-mmo-from-online-crime-3589535), I packed quite a lot of material into a one-
hour presentation, so much so that folks suggested I slow down a bit (actually, a lot). 
How am I doing this year? 
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So, since ǿŜΩǊŜ ǇƭŀƴƴƛƴƎ ŦƻǊ ŦŀƛƭǳǊŜΣ ƭŜǘΩǎ ƳƻǾŜ ƻƴ ŀƴŘ ǘŀƭƪ ŀōƻǳǘ Ƙƻǿ ǘƻ ƘŀƴŘƭŜ ǘƘŜ 
inevitable errors that users are going to experience when playing our games. 
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When errors occur, what *should* we do? I know, let's display an error message to the user! 
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Well, here's what developers should do: display a helpful error message. 

 

Dhhh÷ h\t]` c`gkapg dniño oc` mdbco rjm_, >po hjno kmjbm\hh`mn \m`iño nj bjj_ \o rmdodib `mmjm h`nn\b`n \i_ 

communicating with, you know, actual soft-n-nlpdnct cph\i ]`dibn rdoc ocjn` tp^ft `hjodjin, Pc\oñn rct r` 

went into programming in the first place: lack of social skills. 

 
So when an error dialog like this pops up, what does the user do? Well, they'll call customer support, 
right? 
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Unfortunately, ƴƻǘ ŀƭƭ ǳǎŜǊǎ ŀǊŜ ƎƻƛƴƎ ǘƻ Ŏŀƭƭ ȅƻǳǊ ǘŜŎƘ ǎǳǇǇƻǊǘ ŘŜǇŀǊǘƳŜƴǘΦ !ƴŘ LΩƳ 
one of them! I hate calling support because most times the folks who work there, 
ŜǾŜƴ ƛŦ ǘƘŜȅΩǊŜ ǿŜƭƭ-ƛƴǘŜƴǘƛƻƴŜŘ ŀƴŘ ƴƻǘ ōǳǊƴŜŘ ƻǳǘ όȅŜǘύΣ ŎŀƴΩǘ ǎƻƭǾŜ ǘƘŜ ǇǊƻōƭŜƳΦ 
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So many users (like me) will leave the game. 
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But imagine your users contact customer support? What does a CS agent do? 
 
¢ƘŜ ǳǎŜǊ ŎƻƳǇƭŀƛƴǎ ŀōƻǳǘ ŀ ǇǊƻōƭŜƳΣ ōǳǘ ŦǊƻƳ ǘƘŜ ŜǊǊƻǊ ƳŜǎǎŀƎŜ ƛǘ ǇǊƻōŀōƭȅ ƛǎƴΩǘ 
even clear what the user was doing. 
And with a two-hour wait queue, by the time the agent sends some questions back to 
the user, the user is already offline. 
So the next day when the user replies, a new agent handles the problem. And s/he 
ŘƻŜǎƴΩǘ ƘŀǾŜ ŀƴ ŀƴǎǿŜǊΣ ōŜŎŀǳǎŜ ƛǘΩǎ ŦǳƴŘŀƳŜƴǘŀƭƭȅ ŀ ǇǊƻōƭŜƳ ǿƛǘƘ ǘƘŜ ƎŀƳŜ ŎƻŘŜΦ 
 
So after escalating through all three tiers of the traditional customer support 
department, was does a senior agent do? They call the Operations Team. 
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And what does the Ops Team do to solve the problem? Similarly, they escalate the 
problem too. 
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!ƴŘ ŜǾŜƴǘǳŀƭƭȅ Ŏŀƭƭ ƛƴ ǘƘŜ ŘŜǾŜƭƻǇƳŜƴǘ ǘŜŀƳΧ 
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!ƴŘ ŜǾŜƴǘǳŀƭƭȅ Ŏŀƭƭ ƛƴ ǘƘŜ ŘŜǾŜƭƻǇƳŜƴǘ ǘŜŀƳΧ after implementing the usual 
escalation procedure. 
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STOP! This is all foolishness! What *should* we do? 
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Well, logging the error is a good start. 
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But does anyone read the error logs? See, in most companies the logs are all stored in 
ƻƴŜ ōƛƎ ŦƛƭŜ ǇŜǊ Řŀȅ ŀŎǊƻǎǎ ƳǳƭǘƛǇƭŜ ǎŜǊǾŜǊǎΣ ŀƴŘ ǘƘŜ ƛƴŦƻǊƳŀǘƛƻƴ ŘƻŜǎƴΩǘ ƎŜǘ 
aggregated in a useful way, so no developer goes to the effort of actually reading the 
log files, assuming they even have access to the logs. 
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One possible solution: write different types of logging to different destinations so 
that the information can be summarized more effectively. 
 
For Guild Wars we had three different error logs for each service: 
 
Informational: stuff that users are doing: login-success, login-failure-bad-password-
or-unknown-user, logout, add-friend, etc. 
9ǊǊƻǊΥ ǎǘǳŦŦ ǘƘŀǘ ǿŜƴǘ ǿǊƻƴƎ ǘƘŀǘ ǿŀǎƴΩǘ ŀƴǘƛŎƛǇŀǘŜŘΥ Ŏŀƴƴƻǘ-access-the-dang-
database-permission-denied-dammit 
5ŜōǳƎΥ ƘƳƳƳΧ ƻǘƘŜǊ ǎǘǳŦŦ 
 
Then, at the end of each day, each of several hundred servers would send their error 
logs to the entire programming team. Needless to say, error conditions got fixed 
quickly because no one wanted the shame of their code spamming all of the 
programming team. 
 
Tragically, the debugging logs ended up filled with cruft, and no one ever read them 
again. 
 
Another solution is to use a tool like SplunkΣ ǿƘƛŎƘ ƛǎ ƭƛƪŜ άDƻƻƎƭŜ ŦƻǊ ƭƻƎ ŦƛƭŜǎέΤ ƛǘ 
completely kicks ass; check it out. 
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So, logging is good. What else can we do? 
 
[ŜǘΩǎ ǿƻǊƪ ƻƴ ƎƛǾƛƴƎ ǘƘŜ ǳǎŜǊ ŀ ōŜǘǘŜǊ ŜǊǊƻǊ ŘƛŀƭƻƎΦ ²ŜƭƭΣ Ƴƻǎǘ ƻŦ ƻǳǊ ƎŀƳŜǎ ŀǊŜ 
ǘǳǊƴƛƴƎ ƛƴǘƻ ǿŜō ǎŜǊǾƛŎŜǎΤ ƭŜǘΩǎ ǳǎŜ I¢¢t ŜǊǊƻǊ ŎƻŘŜǎ ǘƻ ǇǊƻǾƛŘŜ ƳƻǊŜ ƛƴŦƻǊƳŀǘƛƻƴΦ 
 
¢Ƙƛǎ ōƭƻǿǎΗ ¢ƘŜ ƛƴŦƻǊƳŀǘƛƻƴ ŎƻƴǾŜȅŜŘ ƛƴ I¢¢t ŎƻŘŜǎ ƛǎƴΩǘ ŜƴƻǳƎƘ ōȅ ƛǘǎŜƭŦ ǘƻ ǇǊƻǾƛŘŜ 
enough diagnostic information 
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Provide enough information to diagnose or even *fix* the problem! 
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IŜǊŜΩǎ ŀ ōŜǘǘŜǊ ǎƻƭǳǘƛƻƴΥ 
 
1. Tell the user something meaningful about the error and suggest a solution *right 

there*. 
2. Provide a link to an external site that you run that contains even more 
ƛƴŦƻǊƳŀǘƛƻƴΦ Iƻǿ ŀōƻǳǘ ŀ ǿƛƪƛ ǎƛǘŜ ƻǊ άŀƴǎǿŜǊǎέ ǎƛǘŜ ƭƛƪŜ {ǘŀŎƪ hǾŜǊŦƭƻǿΣ ǿƘƛŎƘ ƛǎ 
ǿƘŀǘ ǿŜΩǊŜ ŘƻƛƴƎ ŦƻǊ ¢9w! όƘǘǘǇΥκκǘŜǊŀΦŜƴƳŀǎǎŜΦŎƻƳύΣ ǘƘŜ aah LΩƳ ǇǊŜǎŜƴǘƭȅ 
working on? Then, not only can your support team provide possible solutions to 
the problem, but so can your users! 

3. Provide a proper error code. 
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Huh? 
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Provide an error code that immediately identifies the source of the problem, which can include a lot of information 

helpful to programmers. This type of error code has additional useful properties. 

 

1. When launching in multiple languages, the CS team can simply report the error code from a foreign language 

user instead of translating the error string back into English (or whatever language the devs speak). 

2. Users can also search for this error code using Google, and find alternate solutions that might not be included 

on your support site. 

 
Which do you think is easier to diagnose? HTTP 500? Or this? Give your users and your CS team a 
fighting chance at solving the problem! 
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Okay, now for a change of pace. 
 
You've made a successful game; users want to play it and perhaps even pay you. 
Unfortunately, it's now a compelling target for the bad guys! 
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There are lots of folks to worry about: script-kiddies, who want to take down your 
servers through denial-of-service attacks; griefers, who want your users to suffer; 
casual hackers, who just want eke out a better play experience in your game, and 
more. 
 
In fact processional hackers are going to be your biggest problem. They get paid to 
hack our games. There is a lot of money in the hacking business, so the hackers are 
probably paid more money than we are, which also makes them smarter than us.  
 
They also have the opportunity to research what we do and publish. They might even 
be here in the audience. Anyone want to own up to being a professional account-
stealer? No? Well, this might not be the best venue to come clean... 
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Each year several security organizations post lists of security vulnerabilities from the 
past 12 months. One such organization is OWASP. And each year the list looks pretty 
much the same. So while it might seem elementary to cover something like SQL 
injection attacks, given how commonly the problem is exploited in recent successful 
attacks against Sony, HB Gary, Sony, Eidos, Sony, RockYou, Sony and others (like Sony), 
LΩƳ ƎƻƛƴƎ ǘƻ ǘŀƭƪ ŀōƻǳǘ ǘƘŜ ǇǊƻōƭŜƳ ƛƴ ŘŜǘŀƛƭΦ 
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Here is some typical PHP code, which is to say awful code since PHP takes the "worse 
is better" philosophy to such an extreme. PHP is a set of security vulnerabilities 
packaged as a programming language. But since it is the most popular web language 
ƛƴ ǘƘŜ ǿƻǊƭŘΣ ƘŜǊŜΩǎ ŀƴ ŜȄŀƳǇƭŜ ƻŦ ǎƻƳŜ ŎƻƳƳƻƴ ŎƻŘŜ ǘƘŀǘ ǘŀƭƪǎ ǘƻ ŀ ŘŀǘŀōŀǎŜ ǘƻ ƎŜǘ 
information about a user. 
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But what happens when a hacker sends an improper name to the web service on 
login? 
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Well, this query would select *all* fields for *all* users from the database. Gulp! 
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²ƛǘƘ ǎǘƻǊŜŘ ǇǊƻŎŜŘǳǊŜǎ ȅƻǳϥǊŜ ŦƻǊŎŜŘ ǘƻ Ǉŀǎǎ άōƻǳƴŘέ ǇŀǊŀƳŜǘŜǊǎ ǘƻ ǘƘŜ ǇǊƻŎŜŘǳǊŜ 
instead of composing SQL queries using string concatenation, which is the source of 
the problem with SQL injection errors.  
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Of course, it's still possible to write a stored procedure that is vulnerable to injection, 
as shown above. 
 
If you *have* to write dynamic SQL, check out 
http://www.sommarskog.se/dynamic_sql.html; the author is wicked smart. 
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Probably ǘƘŜ Ƴƻǎǘ ŎƻƳƳƻƴƭȅ ŀŘƻǇǘŜŘ ǎƻƭǳǘƛƻƴ ƛǎ ǘƻ άŜǎŎŀǇŜέ ǘƘŜ {v[ ǎǘǊƛƴƎΦ Wǳǎǘ ƭƛƪŜ 
you can create special escape sequences in strings ς \n for newline, \ t for tab, and the 
like ς ƛǘΩǎ ŀƭǎƻ ǇƻǎǎƛōƭŜ ǘƻ ŜǎŎŀǇŜ ǉǳƻǘŜ ŎƘŀǊŀŎǘŜǊǎ ǎƻ ǘƘŜȅ ŎŀƴΩǘ ōŜ ŜȄǇƭƻƛǘŜŘΦ 
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Here is the previous slide recolored to highlight the escaped quote, which finesses 
the injection attack. 
 
The problem with escaping is that, in many programs, there can be many layers of 
code responsible for performing a transaction. Which part of the code is responsible 
for escaping? High-level? Mid-level? Low-level? When many programmers are 
working on a project it can easy to lose track of which person is responsible for 
ƎŜǘǘƛƴƎ ǘƘƛǎ ǊƛƎƘǘΦ LǘΩǎ ŀ ōǊƛǘǘƭŜ ǎƻƭǳǘƛƻƴ ǘƻ ǘƘŜ ǇǊƻōƭŜƳΦ 
 
¢ƘŜǊŜ ƛǎ ŀ ōŜǘǘŜǊ ǿŀȅΧ 
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Yup. Better. 
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IŜǊŜΩǎ ǘƘŀǘ ǎŀƳŜ tIt ŎƻŘŜΣ ŦƛȄŜŘ ǳǇ ǘƻ ǳǎŜ ǇŀǊŀƳŜǘŜǊƛȊŀǘƛƻƴΦ LƴǎǘŜŀŘ ƻŦ ŎƻƳǇƻǎƛƴƎ ŀ 
{v[ ǉǳŜǊȅ ǎǘǊƛƴƎ άƻƴ ǘƘŜ ŦƭȅέΣ ǿŜ instead separate the parameters from the query, and 
provide named parameters to the query execution function. Simple, huh? 
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